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INTRODUCTION

During the last few decades there has been an effort to find a mathematical description of the
fight against a growing enemy - terrorist organizations. Ways of doing this can vary. The
mathematical means used for this goal are different but among the most frequent are dynamic
systems. The aim of this paper is to show and comment some chosen ones. The method of
some proves is included and the comparison of given approaches is made.

| LANCHESTER EQUATIONS AND THE METHOD OF THEIR
SOLUTION

The first military application of dynamic models comes from the carly years of the previous
century. It was (Lanchester, 1916) who introduced the system of differential equations
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With the initial conditions A(0)=4, , D(0)y=D, , where ¢ represents time and mustbe
greater than zero.  A(1) and  D(/) are functions depending on . They represent — as the
fetters suggest — sizes of both armed forces — attackers and defenders. Effective destruction
rates are described by coefficients 4, and &,. respectively, under conditions %, >0 and
k, >0. Al other parameters @, r.,0,,8, describe characteristics of the manner in which the
battle is fought. For the classical war &, =@, =0, =J, =1 is proposed, for a more advanced

way of war. @, =0,a, =9, =1,0, =0 is proposed.
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Both cases are solvable analytically. Denote A=A(r) , A =—i— , D=D(1) ,
dat
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D for simplification.

The second case is easicr to solve because the considered system
A'=—kD . D'=-k,4
becomes linear and can be solved by transformation to the second order equation.
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Let’s substitute D=——4/ from the first equation into the second one:
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—/—A =—k,4 . This way wc get A" —kk,A=0 . Then the characteristic equation is
4

A —lk, =0 from where we get 4, =k k, and A, =—ykk, . Finally

A= C,e"’rk:' + Cle"’n" 2)

Now, substitute it to the first equation
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From there we get by integration
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The discussion about it distinguishes three possibilitics according to the value of the
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ratio —=. If k—2 >[——°—} then the attackers win. If i— <| QI‘LJ then the defenders win. We
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and our system is solved.

can see both cases in the following Figure 1.

Figurc 1: The one of both parties victory process (quadratic relationship).
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A special case occurs when =+ = =% | because under this condition both armics will
< 0

gradually sweep each other from the world. See the figure 2.

Figure 2: Indecisive battle
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The case @, =, =9, =4d, =1 is much more complicated but also interesting because
its solution requires more steps. The system can be written as
A==k AD , D' =—k.AD.

From the first equation we get D= 1A “

k, A
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and after substitution into the sccond one we obtain —f.—T——-——cz A
1 1

cquation can be easily modificd to the shape

1o, , )
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Now, the p(A)=A'(1) substitution is applied which will bring the equation to the
lincar form (denote p = p(A4) )

1 (6)
' ——p=—k.A
/ p p 2
After using the standard technigue we come to the solution p = A(c, —k,4) .
_— 1
This is a Bernoulli equation which is commonly solved by substitution u =—/; . When

substituted and modified a little this cquation becomes linear

, (7
u' —cu+k, =0
Applying a common procedure we come to the solution
u=c. e — ks (8)
2 ,
And after returning back from u to 4 we get the solution for attackers
-1
.k
A=|ce” -2 9
. ¢

The solution for defenders D can be found by easy substitution A into (4). After some
short simplifications we get:
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Figure 3: The one of both partics victory process (linear relationship)
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Similarly to the previous casc the discussion about the solution distinguishes three

. .k . . .
possibilities according to the value of the ratio — . The only difference is that unlike the
1

quadratic relation shown a bit earlicr now we have a lincar relationship.
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So if —=>=" then the attackers win and if -2 <% then the defenders win. We can sce

| 0 $ 0
both cases in the Figure 3.
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The third case k—’=A—° 1s numerically not allowed, because it causes ¢, =0 in the
1 0

denominator.

2 INTRODUCTION A CONDITIONAL PROBABILITY

Lancester equations seem to be too (only) descriptive from the modern point of view and
lacking some important properties like involvement of terrain or distinguishing between
different weaponry. So different improvements have been derived to help the system to work
better. One of them is the use of conditional probability, the use of which was introduced by
(Perla, Lehoczky, 1977) and developed by (Gutfraind, 2010).

The basic cquations from section 2 were replaced by

dd = ks ADdr +o,dZ
v (1h

dD =k, Adt + 0,dZ

The meaning of the newly introduced quantities is as follows: ¢Z, and dZ, are standard
Brownian motions; ¢, and o, are appropriate standard deviations: v represents a volume of
the target; v* represents the transformation of the target dimension. This way the system

takes into account stochastic approach as well as the influence of terrain and the asymmetric

information about surprise attack. It is resistant to both weather and moral strength of soldicrs
t0o0.

The solution procedure of the system can be found in (Powers, 2008). By that the
following expression is obtained. Denote p = P(target destruction) = P(attackers win) where
p or P() is a probability.
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Where U(A4,D) is a function introduced during solution process to change the bivariate
system to an univariate onc and @ is the standard normal distribution function.

Several interesting conclusions can be drawn if we compare D(0) and

5o /2;/"/;2,4(0)
"l

If D(0)= B then p =0 . It can be interpreted so that if it is possible to build a defensive
force large enough the probability of attackers’ victory is equal to zero.

There are more cases for D(0)< B
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The greater the initial defence forces are the lower the chance of target destruction is
and vice versa. When D(0) approaches 0 then target destruction becomes certain.

(14)

op . .
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The greater the initial attack forces are the greater the chance of target destruction is and
vice versa. When A(0) approaches its lower limit the target destruction has no chance.

P

<0 . lim,_,p>0, lim_, p=1 (1s)
do

The greater the combat uncertainty is the lower the chance of target destruction is and
vice versa. Total climination is not possible. When o approaches to zero then target
destruction becomes certain.

op . .
P 50 . lim,  p<l, lim . p=0 (16)
av? . e e

The greater the physical domain of the attack is the lower the chance of target
destruction is. But complete certainty is impossible. When v approaches its lower limit the
target destruction cannot occur.

3 STRENGTH OF THE ORGANIZATION

This approach addresses the problem of the number of leaders and foot soldiers changing with
time. To formulate it the two variables are introduced. The letter L represents the number of
leaders and the letter F represents the number of foot soldiers. Because the importance of a
Icader is more valuable than the importance of the foot soldier the strength of the organization
is defined as a weighted sum (Gutfraind. 2010)
S=mL+F , m>1 (17)

The approach assumes that both groups are weakened and refilled due to several
rcasons. It is proven that the growth rate of leaders is proportional to the number of foot
soldicrs with the parameter of proportionality p . Similarly the loss of a fraction of leaders per
unit of time is modelled by the parameter d . Counter—terrorism measures also have

significant influence in the removal of a number & of people per unit time. A constant rate of
removal is preferred. These assumptions lead to the system of differential equations

L'=pF—dL-b (18)

F'=r(mL+ FYy—dF -k

The case of foot soldiers is modelled similarly. For the removal of a fraction ¢ per unit time
keeps (d equivalent to the one in the lcaders’ casc for simplicity) and counter—terrorism
measures cause the loss of 4 foot soldiers per unit time.

Variables L=L(¢t) , F=F(r) as well as parameters p,d, b, r, m and k under
consideration depend on time and can be estimated by the lcast squares method.

Because this system is linear it can be easily solved by transformation to the 2 order
non-homogenous linear differential equation

L"+(d—r+d).L" +(d* —=rd —rpm).L = rb—bd - pk (19)
Considering initial conditions F(0)=F, , L(0)=L, wc have

L(fy=ce™ +c,e™ +’b_"/"/‘_/’/‘ (20)
d” —rd—rpm

F(r) = A +dc,e)‘" N Ay +d e 4 c/p/\'—/(rmp1 (21)
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o A +d (A, +d).(rb=bd = pk)+ p* (kd +brm)
o =F- Ly - 3
plrd +rmp—d=)
=Ly —c - rb—bhd — pk

d? =rd —rmp

When L(r) is displayed on the horizontal axis and F(¢) on the vertical one for several
different initial conditions we can see that the system of solutions has two asymptotes.

They are showed by dashed lines. The one with negative slope can be called sink line
which means that combinations of L(r) and F(r) bclow il represent cases when an
organization is going to collapse. On the other hand combinations above it represent cases
when organization remains working. The other dash linc can be called trend line which means
that all surviving organizations will have approximatcly the same way of development in
future independent of initial conditions.

Figure 4: L{(1)x F(r) relation
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CONCLUSION

All three examples of the dynamic system of the counter—terrorist battle are described by a
system of two differential equations. But to compare them is not so easy for their philosophy
differs.

The Lancaster equations represent a classical approach which has been discussed many
times and which laid foundations for many followers. But even the best choice of coefficients
«,.,,8,,0,with the aim to represent the most modern approach wouldn’t bring the correct
description of the actual counter terrorist combat. But this theory was used in the World War
Il and represents the base for ncwer theories. The authors added their own solution of the
system.

The introduction of probability has brought a more truthful picture of the problem and
has included more aspects of rcal world fight against terrorism. These solutions can show
some interesting claims but thcy don’t enable a lot of really new conclusions. In spite of this
the derived relations represent a new step which can be further developed.

The effort to describe the lifecycle of a terrorist organization (attackers) by the changing
number of leaders and foot soldiers scems to be of the most practical use. The solution shown
in this paper uses the initial conditions at time ¢=0 and fully corresponds to the resuits
shown in (Gutfraind, 2010). The division of organizations into categories according to their
location vis—a—vis both the trend and sink lines is very instructive and gives clear results.

Of course the theory and practice can differ but the application of the shown approaches
to the particular case is a ditferent task. Then the theory has to be accompanied by practical
Lesting (o be reliable enough.
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Abstract

The r|.sks' connected with terrorist attacks appear to be relatively difficult to solve from the point of view
of objective evaluation. It is also mathematics which tries to describe terrorist threats by various
mgthods over time. In most cases, a model is created in which the considered events take place and
whn_:h makes an interpretable output possible. These can be systems of differential equations, Markov
chains, theory of probability, graphs or operation etc. Various forms of statistical methods ére used
too. In this paper, the authors have tried to analyze and compare some selected methods. However
the conclusions of both the methods themselves and their evaluation are not very reliable because thé
current state of science is not developed enough to encompass the whole problem in one model.
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